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Abstract

In the second session of the 117th Congress (2022-2023), there were significant changes in supply chain security. The

supply chain security community made progress in revising NIST SP 800-171, a fundamental document for contractors in the

field of supply chain security. They also focused on various themes, including the Software Bill of Materials (SBOM), zero-

trust, and the notification scheme in the Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA). These initiatives

were responses to major security incidents, such as the Colonial Pipeline breach and the Log4j vulnerability incident.

Additionally, security enhancements against China, such as the CHIPS Act of 2022, along with restrictions on TikTok, saw

advancements. However, there were significant policy failures in the area of Systemically Important Critical Infrastructure

(SICI).
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